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Safety

Please take care to follow the safety precautions below when installing and operating the console
server:

- Do not remove the metal covers. There are no operator serviceable components inside. Opening
or removing the cover may expose you to dangerous voltage which may cause fire or electric
shock. Refer all service to Opengear qualified personnel.

- To avoid electric shock the power cord protective grounding conductor must be connected through
to ground.

- Always pull on the plug, not the cable, when disconnecting the power cord from the socket.

Do not connect or disconnect the console server during an electrical storm. Also it is recommended
you use a surge suppressor or UPS to protect the equipment from transients.

FCC Warning Statement

This device complies with Part 15 of the FCC rules. Operation of this device is subject to the following
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any

interference that may cause undesired operation.

Proper back-up systems and necessary safety devices should be utilized to protect
against injury, death or property damage due to system failure. Such protection is the
responsibility of the user.

This console server device is not approved for use as a life-support or medical system.

A Any changes or modifications made to this console server device without the explicit
approval or consent of Opengear will void Opengear of any liability or responsibility of
injury or loss caused by any malfunction.

This equipment is for indoor use and all the communication wirings are limited to
inside of the building.
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Introduction

THIS MANUAL

This User Manual describes the features and capabilities of the following Opengear product lines, and
provides you with instructions to best take advantage of them:

ACM5504-5-G/GV-W-I, ACM5504-5-G/GV-I, ACM5504-5-LA/LR/LV-l, ACM5508-2, ACM5508-2-M,
ACM5008-2-P and ACM7005-4 Remote Management Gateways

ACM5002-F-E, ACM5003-M-F-E, ACM5004-F-E & ACM5004-2- Remote Site Managers (and -
G/GV/GS/LR models with cellular support)

IM7248-2-DAC, IM7232-2-DAC and IM7216-2-DAC Infrastructure Managers (and -LA/LR/LV models

with 4G LTE)

IM4248-2-DAC (or DDC), IM4232-2-DAC (DDC), IM4216-2-DAC (DDC), IM4216-34-DAC (DDC) &
IM4208-2-DAC Infrastructure Managers (and -G/GV models)

CM7116-2-DAC, CM7132-2-DAC & CM7148-2-DAC Console Servers

Each of these products is referred to generically in this manual as a console server. Where appropriate
product groups may be referred to as console servers, gateways or by specific product line name or
product group (e.g. IM4200 family, ACM5500).

Who should read this guide?

You should read this manual if you are responsible for evaluating, installing, operating, or managing an
Opengear appliance. This manual assumes you are familiar with the internal network of your organization,
and are familiar with the Internet and IP networks, HTTP, FTP and basic security operations.

Manual Organization

This manual contains the following chapters:

1. Introduction

. Installation

. System Configuration

. Serial & Network

. Firewall, Failover & OOB

. Secure Tunneling

. Auto-Response and Logs

. Power & Environment

An overview of the features of the console server and information on this
manual

Physical installation of the console server and the interconnecting of
managed devices

Covers initial installation and configuration of the console server on the
network and the services that will be supported

Covers configuring serial ports and connected network hosts, and setting
up users

Describes setting up the firewall router functions and the high availability
access features of the console server

Covers secure remote access using SSH and configuring for RDP, VNC,
HTTP, HTTPS etc. access to network and serially connected devices

Explains the setting up of local and remote event / data logs and
configuring auto-response actions to trigger events

Management of USB, serial and network attached power strips and UPS
supplies. EMD environmental sensor configuration

9. Authentication All access to the console server requires usernames and passwords
which are locally or externally authenticated
12 Data Center and Remote Site Management - User Manual
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10. Nagios Integration Setting Nagios central management and configuring the console server
as a distributed Nagios server

11. System Management Covers access to and configuration of services to be run on the console
server

12. Status Reports View a dashboard summary and detailed status and logs of serial and
network connected devices (ports, hosts, power and environment)

13. Management Includes port controls and reports that can accessed by Users

14. Basic Configuration Command line installation and configuration using the config command

15. Advanced Config Advanced command line configuration activities using Linux commands

The latest update of this manual can be found online at www.opengear.com/download.html|

Types of users

The console server supports two classes of users:

Firstly there are the administrative users who have unlimited configuration and management privileges
over the console server; and all the connected devices. These administrative users will be set up as
members of the admin user group and any user in this class is referred to generically in this manual as
the Administrator. An Administrator can access and control the console server using the config utility,
the Linux command line or the browser based Management Console. By default the Administrator has
access to all services and ports to control all the serial connected devices and network connected
devices (hosts).

The second class of users embraces those who have been set up by the Administrator with specific
limits of their access and control authority. These users are set up as members of the one of the pre-
configured user groups (pptpd, dialin, ftp, pmshell or users) - or some other user groups the
Administrator may have added. They are only authorized to perform specified controls on specific
connected devices are referred to as Users. These Users (when authorized) can access serial or
network connected devices; and control these devices using the specified services (e.g. Telnet,
HHTPS, RDP, IPMI, Serial over LAN, Power Control). An authorized User also has a limited view the
Management Console and can only access authorized configured devices and review port logs.

In this manual, when the term user (lower case) is used, it is referring to both the above classes of users.
This document also uses the term remote users to describe users who are not on the same LAN segment
as the console server. These remote users may be Users, who are on the road connecting to managed
devices over the public Internet, or it may be an Administrator in another office connecting to the console
server itself over the enterprise VPN, or the remote user may be in the same room or the same office but
connected on a separate VLAN to the console server.

Management Console

The features of your console server are configured and monitored using the Opengear Management
Console. When you first browse to the Management Console, you can use the menu displayed on the left
side to configure the console server. Once you have completed the initial configuration, you can continue
to use the Management Console runs in a browser and provides a view of the console server and all the
connected devices.

Administrators can use the Management Console, either locally or from a remote location, to configure
and manage the console server, users, ports, hosts, power devices and associated logs and alerts. Users
can also use the Management Console, but have limited menu access to control select devices, review
their logs and access them using the in-built Web terminal or control power to them.


http://www.opengear.com/download.html

Introduction

The console server runs an embedded Linux operating system, and experienced Linux and UNIX users
may prefer to undertake configuration at the command line. You can command line access by cellular /
dial-in or directly connectingtothec o ns ol e ser@alrcangole/fngdem port; or by using ssh or Telnet
to connect to the console server over the LAN (or connecting with PPTP, IPsec or OpenVPN).

Manual Conventions

This manual uses different fonts and typefaces to show specific actions:

Note Text presented like this indicates issues to take note of

Text presented like this highlights important issues and it is essential you read and
take heed of these warnings

U Text presented with an arrow head indent indicates an action you should take as part of the
procedure

Bold text indicates text that you type, or the name of a screen object (e.g. a menu or button) on the
Management Console.

Italic text is also used to indicate a text command to be entered at the command line level.

Where to find additional information

The following table contains related documentation and additional sources for information.

Document Description
Quick Start Guide Leads you through your initial Opengear configuration
Knowledge Base The https://opengear.zendesk.com / web site contains a knowledge base with technical

how to articles, tech tips, FAQs and important notifications
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INSTALLATION
This chapter describes how to install the console server hardware, and connect it to controlled devices.
2.1 Models

There are multiple families and models, each with a different number of network/serial/USB ports or power
supply and wireless configurations:

Model Serial | USB| Network | Flash | Console| Modem Wreless Environment| RJ Power
Port (V.92) Sensors Pinout

ACM500&E 2 1 1 4EB - - - Temp/probes 02 Ext AC/DC
ACM500&E 4 1 1 4EB - - - Temp/probes 02 Ext AC/DC
ACM5008+-E 3 1 1 1B - Internal - Temp/probes 02 Ext AC/DC
ACM5006GN)E 4 1 1 - - - 3G Temgprobes 02 Ext AC/DC
ACM500ESNM) 4* 1 1 - - - 3G Temp & DI/O 02 Ext AC/DC
ACM5002- 4* 2 2 - - - - Temp & DI/O 02 Ext AC/DC
ACM5508-G (V) 4* 2 5 4B - - 3G Temp & DI/C 02 Ext AC/DC
ACM5508-G-WH 4* 2 5 4B - - WAP, 3G Temp & DI/C 02 Ext AC/DC
ACM5508-L x| 4* 2 5 1B - - 4G Temp & DI/C 02 Ext AC/DC
ACM55083 8 2 2 4B - - - - 02 Ext AC/DC
ACM550&- 8* 2 2 4B - - - Temp & DI/C 02 Ext AC/DC
ACM5508-M 8 2 2 4GB - Internal - - 02 Ext AC/DC
ACM5508-L- 8 2 2 4GB - - 4G Temp& DI/O 02 Ext AC/DC
ACM700 4 4 2 4GB - Internal 4G External 02 Ext AC/DC
ACM7085 4 4 5 4GB - Internal 4G External 02 Ext AC/DC
ACM70082 8 4 2 4GB - Internal 4G External 02 Ext AC/DC
IM424@-DAC/DC 48 3** 2 16@B 1 Internal 3G opt* External 00/@/02 Dual AC/DC
IM4232-DAC/DC 32 i 2 16@B 1 Internal 3G opt**** External  00/01/02 Dual AC/DC
IM421&-DAC/DC 16 i 2 16@B 1 Internal 3G opt**** External  00/01/02 DualAC/DC
IM4202-DAC/DC 8 i 2 16@B 1 Internal 3G opt**** External  00/01/02 DualAC/DC
IM42184DAC/DC 16 3x* 34 16@ 1 Internal - External 02 DualAC/DC
IM720&-DAC 8 2 2 1638 1 Internal  WAP, 4G op External 01 &2 Dual AC/DC
IM7262-DAC 16 2 2 16@B 1 Internal  WAP, 4G op External 01 &2 DualAC/DC
IM732-2-DAC 32 2 2 16@ 1 Internal WAP,4G op  External 01 &2 DualAGDC
IM7248@-DAC 48 2 2 16@ 1 Internal WAP,4Gop  External 01 &2 DualAGDC
IM721&-24UDAC 16 24 ¢ 2 16GB 1 Internal WAP3G 4G External 01 & 02 Dual AC/DC
CM7482-SAC 48 2 2 4GB 1 - - External 02 SinglAC
CM7162-SAC 16 2 2 4GB 1 - - External 02 SinglAC
CM7482-DAC 48 2 2 4GB 1 - - External 02 DualAC
CM71.322-DAC 32 2 2 4GB 1 - - Extenal 02 DualAC
CM7162-DAC 16 2 2 4GB 1 - - External 02 DualAC

LANports aré0/100 exqt inthelM7200and CM716&eriesIM7208havedual 10/100/1000 LAN ports (with 2 x RJ45
copper and 2 x Skfemodule slgtsCM71080havedual 10/100/108M\ ports

Serial pirout 02= Cisco Straiglitl=Cisco Rolle@0= Opengear Classic.

* These models haveBB422/485 serial. All others are RS232 only

** IM7200have USB3.0 portOthershave USRB.0 ports except those mark@&tytiave?2 x USB20 and X USB1.1 port.
***These models also include Cisco RJ adapters

*HM420@ellular models have only 1 x USB 2.0 and 1 x US8nd. h@artern#l92 modem

0 24 reafacing USB console portsINIig1&-24UDACalso has two fréatindJSB 3.0 ports.
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The various product families support different software features:

SOFTWARE | pHCP| DDNS| Mgt | Cellor | OOB | Auto | FlashFTP& | FIPS IPsec, PPTP
FEATURES LAN | WiFi Failover| Responsg TFTRH & OpenVPN
ACMBO00 yes yes | yes**| yes*** yes yes yest yes yes
ACM500 yes yes | yes**| yes*** yes yes yes yes yes
ACM7000 yes yes yes | yes*** yes yes yes yes yes
IM4200 yes yes yes | yes*** yes yes yes yes yes
IM7200 yes yes yes | yes*** yes yes yes yes yes
CM7100 yes yes | yes no yes yes yes yes yes

* ACM500E-E, AQM5003VHFE and ACMS50d4E model®nly

*ACM500%, ACM558 ACM5508 modelsnly

*** Selected models ha@& Gellular and/@viFiIWAP

A To avoid physical and electrical hazard please read Appendix C on Safety

The sections below show the components shipped with each of these models.

2.1.1 ACMS5000 kit components

ACM5002-F-E, ACM5003-M-F-E, ACM5004-F-E & ACM5004-2-1 Remote Site

Manager (plus i SDC options and -G/GV/GS models with cellular support)

Part # 440016

Part # 3190014 and
3190015

Part # 4500XX

Part #539000

2 x Cable UTP Cat5 blue

Cisco Connector DB9F-RJ45 straight and DB9F-RJ45

cross-over

Power Supply 12VDC 1.0A
Wall mount

Quick Start Guide

U0 Unpack your ACM5000 kit and verify you have all the parts shown above, and that they all appear

in good working order. The ACM5004-G has an external 3G aerial to be attached.
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0 Proceed to connect your ACM5000 to the network, the serial ports of the controlled servers and
AC power as shown below

2.1.2 ACM5500 kit components

ACM5504-5-G/GV-W-I, ACM5504-5-G/GV-I, ACM5504-5-LA/LR/LV-I,
ACM5508-2 ACM5508-2-L-I, ACM5508-2-M and ACM5008-2-P Remote
Management Gateway

Part # 440016 2 x Cable UTP Cat5 blue

Part # 3190014 and  Cisco Connector DB9F-RJ45 straight and DB9F-RJ45

-5 €3 3190015 cross-over
2 Part # 4500-- Power Supply 12VDC 1.0A
Wall mount
Part #539000 Quick Start Guide

U Unpack your ACM5500 kit and verify you have all the parts shown above, and that they all appear
in good working order

U The ACM5004-5-G(V)-l1 and ACM5504-5-LA/LR/LV-I models come with an external cellular aerial
to be attached. The ACM5004-5-G(V)-W-I also has an external 802.11 wireless aerial to be
attached

U Proceed to connect your ACM5500 to the network, serial and USB ports of the controlled devices,
environmental monitors and AC power as shown below

2.1.3 ACM7004-2, ACM7004-5, ACM7008-2 kit components

ACM7004-2-LA, ACM7004-2-LR, ACM7004-2-LV, ACM7004-2-LMA,

ACM7004-2-LMV, ACM7004-2-LMCR, ACM7004-2-LMCT, ACM7008-2-LMA,
ACM7008-2-LMV, ACM7008-2-LMR, ACM7008-2-LMCR, ACM7008-2-LMCT,
ACM7004-5-LMA, ACM7004-5-LMV, ACM7004-5-LMCR, ACM7004-5-LMCT

" Part # 569028 2 X 4G LTE blade antennas

Part # 319015 DB9F-to-RJ45 crossover serial adapter
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2.1.4 ACM7005-4 Remote Site Gateway kit components

Part # 450031

Part # 590003

Part # 520085

12V switching DC power supply

Rack kit (1 tab, 1 ear, 2 rack screws, 2 nuts, 4 screws)

Quick Start Guide

ACM7004-5 Remote Site Gateway

Part # 319015

Part # 450031

Part # 590003

Part # 520086

DB9F-to-RJ45 crossover serial adapter

12V switching DC power supply

Rack kit (1 tab, 1 ear, 2 rack screws, 2 nuts, 4 screws)

Quick Start Guide

2.1.5 IM4208-2, IM4216-2, IM4232-2, IM4248-2 and IM4216-34 kit components

Part # 509006
Part # 509007
Part # 509008
Part # 509009

Part # 440016

Part # 319000
and 319001

Part # 440001

Part # 539001

IM4216-2 Infrastructure Manager
IM4248-2 Infrastructure Manager
IM4208-2 Infrastructure Manager
IM4216-34 Management Gateway

2 x Cable UTP Cat5 blue

Connector DB9F-RJ45S straight and DB9F-RJ45S
cross-over

Dual IEC AC power cord (DAC models only)

Quick Start Guide

U  Unpack your IM4200 (IM4208-2, IM4216-2, IM4232-2, IM4248-2 Infrastructure Manager or
IM4216-34 Management Gateway) kit and verify you have all the parts shown above, and that
they all appear in good working order

U If you are installing your IM4200 in a rack you will need to attach the rack mounting brackets
supplied with the unit, and install the unit in the rack. Take care to head the Safety Precautions

listed in Appendix C
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0 Proceed to connect your IM4200 to the network, to the serial ports of the controlled devices, and
to power as outlined below

Note The IM4216-2-DDC, IM4232-2-DDC, IM4248-2-DDC and IM4216-34-DDC products are DC
powered and the kits do not include an IEC AC power cord

2.1.6 IM7208-2, IM7216-2, IM7216-2-24U-DAC, IM7232-2 and IM7248-2 kit components

IM7248-2-DAC, [IM7232-2-DAC, IM7216-2-24U-DAC, IM7216-2-DAC and
IM7208-2-DAC Infrastructure Managers (and -LA/LR/LV models with 4G LTE)

O O Part # 440016 2 x Cable UTP Cat5 blue

_ _ Part # 319014, Cisco Straight and Rolled Connectors DBOM/F -RJ45
i i 319015, 3190186,
319017, 319018 and
319019
’ ‘ ’ : Part # 440001 Dual IEC AC power cord (DAC models only)
Part # 539001 Quick Start Guide

U Unpack your IM7200 kit and verify you have all the parts shown above, and that they all appear in
good working order

0 If you are installing your IM7200 in a rack you will need to attach the rack mounting brackets
supplied with the unit, and install the unit in the rack. Take care to head the Safety Precautions
listed in Appendix C

U0 Proceed to connect your IM7200 to the network, to the serial ports of the controlled devices, and
to power as outlined below

Note The IM7208-2-DDC, IM7216-2-DDC, IM7232-2-DDC and [IM7248-2-DDC products are DC
powered and the kits do not include an IEC AC power cord

2.1.7 CM7116-2, CM7132-2 and CM7148-2 kit components

CM7116-2 Console Server, CM7132-2 Console Server and CM7148-2
o WIS Console Server
O O Part # 440016 2 x Cable UTP Cat5 blue

_ _ Part # 319014 Cisco Connector DB9F-RJ45 straight and DB9F-RJ45
= = and 319015 cross-over
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’ ‘ ' ‘ Part # 440001 Dual IEC AC power cord

Part # 539001 Quick Start Guide
U  Unpack your CM7116-2 (or CM7132-2/CM7148-2) kit and verify you have all the parts shown
above, and that they all appear in good working order

U If you are installing your CM7116-2 (or CM7132-2/CM7148-2) in a rack you will need to attach the
rack mounting brackets supplied with the unit, and install the unit in the rack. Take care to head
the Safety Precautions listed in Appendix C

U Proceed to connect your CM7116-2 (or CM7132-2/CM7148-2) to the network, to the serial ports of
the controlled devices, and to power as outlined below

2.2 Power Connection

2.2.1 All IM7200, IM4200 and CM7100 -DAC models

These standard IM7200, IM4200 and CM7100 console servers all have dual universal AC power supplies
with auto failover built in. These power supplies each accept AC input voltage between 100 and 240 VAC
with a frequency of 50 or 60 Hz and the total power consumption per console server is less than 30W.

Two IEC AC power sockets are located at the rear of the metal case, and these IEC power inlets use
conventional IEC AC power cords. Power cords for various regions are available, although the North
American power cord is provided by default. There is a warning notice printed on the back of each unit.

& To avoid electrical shock the power cord grounding conductor must be connected to
ground

2.2.2 All ACM5000 and ACM7000 models

All the ACM5000 models are supplied with an external AC-12VDC wall mount power supply. This comes
with a selection of wall socket adapters for each geographic region (North American, Europe, UK, Japan
or Australia). The 12V DC connector from the power supply unit plugs into the 12VDC (PWR) power jack
on the side of the console server casing

U  Plug in the power supply AC power cable and the DC power cable

U  Turn on the AC power and confirm the console server Power LED (PWR) is lit

20 Data Center and Remote Site Management - User Manual



User Manual

The ACM5000 models can also be powered from an external +9V DC to +30V DC power
source - by connecting the DC power lines to a power plug that plugs into the 12VDC
(PWR) jack.

The industrial ACM5004-2-1 model can also be powered externally by connecting a +9 to
+30V DC power source to the DC PWR and GND connectors on the green screw
terminal block on the side of the unit.

Note All ACM5000 models can also be ordered with the -SDC option. These units are
supplied with an external DC-DC power converter. This converter has an integrated
power cable/connector that plugs into the 12VDC (PWR) connector on the ACM5000.

The input voltage for the DC-DC converter is plus or minus 36V DC to 72V DC

2.2.3 All ACM5500 models

All the ACM5500 models are supplied with an external AC-12VDC wall mount power supply. This comes
with a selection of wall socket adapters for each geographic region (North American, Europe, UK, Japan
or Australia). The 12V DC connector from the power supply unit plugs into the 12VDC (PWR) power jack
on the side of the console server casing

U Plug in the power supply AC power cable and the DC power cable
U  Turn on the AC power and confirm the console server Power LED (PWR) is lit

The ACM5500 models can also be powered from an external +9V DC to +30V DC power source - by
connecting the DC power lines to a power plug that plugs into the 12VDC (PWR) jack.

Similarly the ACM5500 can be powered by connecting an external 9V AC to 24V AC power source to this
jack.

The industrial ACM5508-2-1 and ACM5504-5-G-I

models also can be powered externally by connecting a
+9 to +30V DC power source to the EXT 9-30V DC and . .
GND connectors on the green screw terminal block on 01011 GNDI 0102 |GND | OUT 11 GND ! OUT2 | EXT 530V DX
the side of the unit.

An external DC-DC power converter can be ordered as an accessory with any
ACMb5500 remote management gateway. This converter has an integrated power
cable/connector that plugs into the 12VDC (PWR) connector on the ACM5500. The
input voltage for the DC-DC converter is plus or minus 36V DC to 72V DC

Note

2.2.4 IM7200-DDC and IM4200-DDC power

The -DDC model console servers all have dual DC power supplies with auto failover built in. To connect to
the DC input supply:
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U Strip the DC wire insulation to expose approximately 0.4 inch (10 mm) of conductor

U Connectt he safety gr &Gunslafwéetry gomoume ter minal on the
DDC is floating (w.r.t. Earth), however the safety terminal on the three way screw terminal block
connects to Earth or Chassis Ground

U Connect the power wires to the appropriate terminals of the terminal block:

T h &0 edrhinal on the four way screw terminal block should always be connect to the more
positive voltage (from 0V to +48 V)

T h edtedninal on the four way screw terminal block should connect to the more negative voltage
(from -48V to OV)

So the connections for -48 Volt DC input power are:

0V (return)
-48V v l E Safety ground
8|@|[©)
=+ S

The connections for -48 Volt DC input power are:

oV (return) ,—Safety ground

@

6‘31

U Tighten the terminal screw to a torque of 8.0 = 0.5 in-Ib (0.93 = 0.05 N-m)
U Repeat the connection steps above for the second power supply

U Turn on the DC power

The safety covers are an integral part of the DDC product. Do not operate the unit
without the safety cover installed.

electricity. So ensure that no exposed portion of the DC-input power source wire
extends from the terminal block plug and safety cover

2 Any exposed wire lead from a DC-input power source can conduct harmful levels of

2.3 Network Connection

All Opengear console servers all ship with Ethernet ports.
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These ports are located on the front panel of the rack-mount IM4200 units; the rear
panel of the rack-mount CM7100 units; and on the side of the smaller ACM7000,
ACM5500 and ACM5000 units. All physical connections are made using industry
standard Cat5 cabling and connectors.

Ensure you only connect the LAN port to an Ethernet network that supports 10/100, or
10/100/1000 (IM7200, CM7100, ACM7000 only).

The IM7200 has four physical input ports which are logically presented as two ports
(NET1 & NET?2). Each logical port consists of a copper 10/100/1000 port and a fiber-
optic small form-factor pluggable (SFP) module slot.

The ACM7004-5 has six physical input ports: an SFP port and an RJ45 port on the front
of the device which are logically paired and marked as NET1; and four RJ45 ports on
the back of the device which constitute an independent Ethernet switch and which are
marked as NET2.

On all devices with logically-paired SFP and RJ45 ports, you can use only one of the two
physical ports at a time: either the SFP module port or the 10/100/1000 port.

As well, and again on all console servers with logically-paired SFP and RJ45 ports, the
fiber-optic medium (ie, the SFP module) has priority over the copper medium (ie the
RJ45 port). Only if the SFP module is not plugged in, does the RJ45 copper link
becomes active. This applies regardless of the connection order. If the SFP module is
plugged in after the copper medium has established a link, the copper link is
disconnected and the fiber-optic medium becomes active.

For the initial configuration of the console server you must connect a computer to the

consoleserverb s principal net wor KNEITb(ontiM7200and s port i s
CM7100), NETWORKZ1 (on IM4200), LAN1 (on ACM7000 and ACM5500) and LAN

USB1 (on ACM5000).

2.4  Serial Port Connection

Console servers all come with one to forty eight serial ports, marked SERIAL or SERIAL PORTS. These
ports connect to serially Managed Devices. Each console server also has either a dedicated Local
Console (or modem) port marked LOCAL or CONSOLE, or one or its SERIAL ports can be software
configured in Local Console mode. This Local Console port can be used for local command line access
(or external serial modem out of band connection).

- All console server models except the ACM5000, ACM5500 and ACM7000 have a dedicated local
RS232 Console port. This is a DB9 connector located on the front of the IM4200 models, and a
RJ45 connector (Cisco Straight) located on the front of the IM7200 and CM7100 models.

- ACM5000, ACM5500 and ACM7000 models have two, three, four, or eight serial ports presented
as RJ45 ports 11 x. By default, port 1 on all these models is configured in Local Console mode.
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Conventional Cat5 cabling with RJ45 jacks is generally used for serial connections. Opengear supplies a
range of cables and adapters that may be required to connect to the more popular servers and network
appliances.

These are also overviewed in Appendix D - Connectivity and Serial I/O. More detailed information is
available online at http://www.opengear.com/cabling.html

Before connecting the console port of an external device to the console server serial port, confirm that the
device does support the standard RS-232C (EIA-232).

The console servers come with one to forty eight serial connectors for the RS232 serial ports:

The RJ45 serial ports are located on the front face of the ACM5000 and ACM5500; on the rear of
the ACM7000; on the front panel of the rack mount IM4200; and on the rear panel of the rack
mount IM7200

The ACM5000, ACM5500, ACM7000, CM7100 and IM4216-34 models have Cisco Straight serial
pinouts on the RJ45 connectors (refer 2.4.3 below)

All serial ports on the IM7200 are RJ45 and are software selectable for Cisco Straight or Cisco
Rolled pinout

The IM4200 family is available with a selection of alternate RJ45 pinouts e.g. the IM4208-2,
IM4216-2 and IM4248-2 console servers have three RJ45 pinout configurations available -
Opengear Classic, Cisco Straight or Cyclades/Cisco Rolled (refer 2.4.1)

These alternate pinouts need to be specified in the part number at the time of order e.g. to order
an IM4248-2 dual power supply AC USA model, specify:

A IM4248-2-DAC-X2-US for a unit equipped with Cisco Straight RJ pinouts (straight through
cable)

A IM4248-2-DAC-X1-US for a unit equipped with Cyclades/Cisco Rolled RJ pinouts (rolled cable
connection)

A IM4248-2-DAC-X0-US for a unit equipped with Opengear Classic RJ pinouts

Some console server models support RS-422 and RS-485 as well as RS-232:

The four RJ45 serial ports on the ACM5004-2-1 and ACM5504-5-G-| are each RS-232/422/485
software selectable i as are the eight RJ45 serial ports on the ACM5508-2-1

Refer Appendix D - Connectivity and Serial I/O for RS422/485 pinout and connection details
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So in summary:

Model Serial Port DedicatedConsold
# Connector: Pinout RS232 RS422/485 Modem port
ACM50x 2,34 RJ X2 Cisco Y N \§
ACM508 4 RJ X2 @sco Y Y \§
ACM5Bx 4,8 RJ X2 @sco Y N N*
ACM550k 4.8 RJ X2 @sco Y Y N*
ACM700x 4,8 RJ X2 Cisco Y N N*
IM72x%2 163248 RJ X2 Ciscoor (SW Y N Y
configK1Cisco
Rolled
IM42x32 8,163248 RJ X0 Classic ofl Y N Y
Cisco Rolleat X2
Cisco
IM42184 16 RJ X2 @sco Y N Y
CM71xx 16,32,48 RJ X2 Cisco Y N Y
*The firsserial port can kEassignetb be aonsole/modem port
2.4.1 Opengear Classic RJ45 pinout (option T X0)
The IM4200 console servers are also available with this RJ45 pinout as an option:
tarriala PIN| SIGNAL DEFINITION DIRECTION
RJ-45 RTS 1 RTS Request To Send Output
1 —
» —qDSR 2 DSR Data Set Ready Input
3 —ag 20 3 DCD Data Carrier Detect Input
4 «ﬂ 4 RXD Reeive Data Input
TD ;
5 m 5 TXD Transmit Data Output
;5 —p DR 6 GND Signal Ground NA
g —ag-os 7 DTR Data Terminal Ready Output
8 CTS Clear To Send Input

24.2

Cisco Rolled (Cyclades) RJ45 pinout (option -X1)

The IM4200 console servers are available with this RJ45 pinout option. The IM7200 console servers can
select this pinout. This makes it easy to replace Avocent Cyclades products, and is convenient for use

with rolled RJ45 cable:

female

LS PIN| SIGNAL DEFINITION DIRECTION

1 -)ﬂ 1 RTS Request To Send Output
DTR .

2 0= 2 DTR Data Terminal Ready Output

i < GND 3 TXD Transmit Data Output

B _4% 4 | GND Signal Ground NA

8 — -1 6 4—— | 5 CTS Clear To Send Input

DCD -

7 o 6 RXD Receive Data Input

Bz 7 DCD Data Carrier Detect Input
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' 8| DSR | Data Set Ready | Input |

2.4.3 Cisco RJ45 pinout (option -X2)

The ACM5000, ACM5500, ACM7000, CM7100 and IM4216-34 models have Cisco serial pinouts on its
RJ45 connectors. The IM4200 console servers are also available with this RJ45 pinout. The IM7200
console servers can select this pinout (it is the default). This provides straight through RJ45 cable to
equipment such as Cisco, Juniper, Sun, and many more:

farale PIN| SIGNAL DEFINITION DIRECTION
RJ-45 TS 1 CTS Clear To Send Input
;_ _:_DSR 2 DSR Data Set Ready Input
3 _<_RP_ 3 RXD Receive Data Input
4 —%‘3— 4 | GND Signal Ground NA
T 5 GND Signal Ground NA
8 — -1 6 —p—>0
7 - DTR 6 TXD Transmit Data Output
g —pp RIS 7 DTR DataTerminal Ready Output
8 RTS Request To Send Output

2.5 USB Port Connection

Most console servers have external USB ports. IM7200s have USB
3.0 ports. On other models these ports are mostly USB 2.0. They
can be used for:

- connecting to UPS or PDU managed devices (for
managing UPS supplies, for example).

- connecting an external USB memory stick

- connecting to USB Consoles. NB: IM4200/ACM5xx/550x
support 2 Cisco Consoles only.

Some console server models also have a USB1.1 port and this is best reserved for use with an external
USB memory stick dedicated to recovery firmware boot images, extended log file storage or both.

A All the IM4200-X models with internal cellular have one USB1.1 port on the front face and one USB
2.0 port at the rear face. This USB2.0 port uses a micro-AB USB connector so an adapter cable is
also included. These models also have 16GB flash installed internally via a USB 2.0 flash drive for
improved logging

A All the other models in the IM4200-X family (IM42xx-2-DxC-Xx models such as IM4208-2-DAC-XO0,
IM4248-2-DDC-X2 and IM4216-34-DAC-X2) have one USB1.1 port on the front face and two
additional USB 2.0 ports at the rear face (adjacent to modem jack). These IM4200-X models also
have an internal 16GB flash drive

A The IM7216-2-24U, like all other IM7200-series models, has two front-facing USB 3.0 ports. The
IM7216-2-24U also has 24 rear-facing USB 2.0 ports. These rear-facing USB ports are presented as
serial ports 177 40 and support USB console connections to devices from a wide range of vendors,
including Cisco, HP, Dell and Brocade. Moreover, and aside from their utility as USB connections, all
IM7216-2-24U USB ports can function as plain RS-232 serial ports when a USB-to-serial adapter is
connected.

26 Data Center and Remote Site Management - User Manual



User Manual

A

2.6

The IM7216-2-2 4 Ub s t -facing USB@arts are presented as Front, Upper USB and Front, Lower
USB respectively. And, although these two ports can also be used as serial ports with a USB-to-serial
adapter, in most instances it is expected the front-facing ports will be used on the IM7216-2-24U as
they are used on other IM7200-series models: to connect to USB consoles on UPS supplies or Cisco
devices; and for in-situ flash drive attachment to load updated firmware or saved configuration files.

Some console server models also come with internal USB connections to cellular modem and/or flash
memory.

The ACM5500 models all have an internal 4GB USB flash drive as well as two unallocated external
USB2.0 ports.

The ACM7000 models all have an internal 4GB USB flash drive as well as four unallocated
external USB2.0 ports. These four unallocated USB ports are labelled 1 i 4 on the device itself
and in the Web interface. Note: a handful of ACM-7004-5s were manufactured with physical
labels A i D on the four USB ports. If you have such an ACM-7004-5, be aware the Web
interface still denotes them as USB ports 11 4, as it does with other 7000-series devices.

The ACM5000 models have two USB2.0 ports. However one or both of these may be pre-
allocated internally. For example the ACM5004-G has one internal USB committed for the
cellular modem adapter, so there is only one external USB port free. Similarly with ACM5004-F-
E model an internal USB flash is fitted, using up one of the two USB2.0 ports.

Fitting Cellular SIM and Antennas

The ACM5504-5-G-W-I, ACM5504-5-G-I, ACM5004-G-E and ACM5004-G-I models each have an
internal 3G cellular modem that requires at least one (or more) SIM cards to be installed and at
least one external cellular antenna to be attached. The ACM5000-GV/GS and ACM5500-GV/GS
models also have an internal cellular modem requiring external antenna connection. However the
Verizon and Sprint 3G networks do not require a SIM card.

Similarly the IM4200-2-DAC-X2-G and IM4216-34-DAC-X2-G models have an internal 3G cellular
modem that requires a SIM card and external antenna. The IM4200-2-DAC-X2-GV/GS and IM4216-
34-DAC-X2-GV/GS models also have an internal cellular modem requiring external antenna
connection however they do not require a SIM card.

The ACM5504-5-LA/LR/LV-l, ACM7004-2-LA/LR/LV, ACM5004-LR, ACM5004-LR-I and IM7200-
LA/LR/LV/LM-1 models all have an internal 4G LTE cellular modem that requires at least one SIM
card to be installed and two external cellular antennas to be attached.

The ACM5504-5-G-W-I and all IM7200 models also have an internal 802.11 wireless modem that
requires at least one external WiFi antenna to be attached.

For more detail:
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2.6.1 ACM5004 -G and -L models

The ACM5000 -GV/-GS/-G work with Verizon USA, Sprint USA
and global GSM carriers including AT&T USA, respectively. |
The ACM5000 -LR models work with global GSM carriers
(outside the USA). Your carrier will provide you with a SIM card
for activating you data plan (-G models only). You must install
the SIM card before powering on the device.

Unscrew the cover plate on the side of the insert the SIM into
the SIM garage then screw the cover plate back on.

Take care to inset with contacts facing upwards as shown.

Screw the provided antenna on to the MAIN SMA antenna
connector on the rear of the unit. Then place the unit and/or
aerial in a location that will ensure the best signal.

These models come with dual SMA antenna connectors. The AUX
connector can be used for receive diversity. This requires an external
antenna (accessory Part# 569006) and cable (Part# 449041).

With -1 models, the AUX connector can also be used for GPS. An external
GPS passive antenna with magnetic base, SMA connector and 2 meter
cable is available (Part # 569008).

Note These models has two cellular status LEDs. The SIM LED on top of unit should go on solid when
powered and a SIM card has been inserted and detected.

The WWAN LED on top of unit should go on at a fast blink once a radio connection has been
established with your cellular carrier (i.e. after an APN has been properly configured). WWAN

LED Status:

Off: In reset mode or not powered.

Slow blink: Searching for service.

Solid Green:  Active service with no traffic detected.

Fast Blink: Active service with traffic (blink rate is proportional to traffic detected)

2.6.2 ACMb5500 -G models

The ACM5500 -GV/-GS/-G work with Verizon USA, Sprint USA and global GSM carriers including AT&T
USA, respectively. Your carrier will provide you with a SIM card for activating you data plan (-G models
only). You must install the SIM card before powering on the device.

-G-I models can hold two SIM cards from alternate carriers, however only
requires one SIM to operate. Unscrew the SIM card access panel and
insert the first carrier SIM card in the bottom SIM slot. A second carrier
SIM can also be installed in the slot above the first. Screw the cover plate
back on.

Take care to insert the SIM cards with contacts facing downward and the notch to RHS.
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Screw the provided cellular antenna on to the main Cell (M) connector on the rear
of the ACM5504-G-l.

Then place the unit and/or aerial in a location that will ensure the best signal. The
ACM5504-5-G-I has a second SMA antenna connector. This Cell (A) connector
can be used for receive diversity. This requires an external antenna (accessory
Part# 569006) and cable (Part# 449041).

The ACM5504-5-G-I has a second SMA antenna connector. This Cell (A)
connector can be used for receive diversity. This requires an external antenna
(accessory Part# 569006) and cable (Part# 449041).

Alternately, the Cell (A) connector can be used for GPS. An external GPS passive antenna with magnetic
base, SMA connector and 2 meter cable is available (Part # 569008).

The ACM5504-5-G(V)-W-I models have an internal 802.11 WiFi
adapter and come with an external WiFi antenna. Screw wireless
antenna on to the main WIFI (M) connector.

The ACM5504-5-G(V)-W-I has a second WiFi antenna connector.
This WIFI (A) connector can be used for diversity and requires an
external antenna (part # 569011).

2.6.3 ACMb5500 -L models

The ACM5500 -LA/-LV/-LR models work with AT&T USA, Verizon USA, or global 4G LTE carriers
respectively. Your carrier will provide you with a SIM card for activating you data plan. -LR models can
hold two SIM cards from alternate carriers, however only one SIM is required.

You must install the SIM card before powering on the device.

Unscrew the SIM card access panel and insert the first carrier SIM card in
) @ - the bottom SIM slot. A second carrier SIM can also be installed in the slot
LI above the first.

Double check you inserted the SIM card in the bottom SIM slot with
contacts facing downward and the notch to RHS. Then replace the SIM
card access panel.

ACMS5500-L models are supplied with two external 7-band cellular antennas. Screw the provided antennas
on to the main Cell (M) and diversity Cell (A) SMA connectors on the rear panel.

An external GPS passive antenna with magnetic base, SMA connector and 2 meter cable is available
(Part # 569008). It is screwed on to the GPS SMA connector on the rear panel.
2.6.4 ACM7000 -L models

6L émodel ACM7000s come with internal 4G LTE modems and either single (ACM7004-2-LA and
ACM7004-2-L R) or dua-L 6 ( ALC MSeleb maoelels) ndini-SIM card slots.
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The -LA and -LMA models work with AT&T USA. The -LV and -LMV models work with Verizon USA. And
the -LR and -LMR models work with global 4G LTE carriers. NB: -LM models are also multi-carrier. The
ACM7004-5-LMA, for example, works with AT&T USA by default but can be re-set to work with Verizon
USA. Likewise with a model like the ACM7008-2-LMV: it works with Verizon USA by default but can be re-
set to work with AT&T USA.

Whichever carrier you choose, their SIM card activates the data plan and
must be installed before powering on the device.

Q opengear

Onsingle-SI M model s, si mpl y sard idtethetslbt®n
the front of the device, making sure the contacts are facing upwards and
the notch is pointing outwards as the card slides into place.

Dual-SIM models use a SIM cradle. The cradle holds the SIM card or cards and slides into the dual-SIM-
card slot on the front of the device. The bottom slot is the default slot. If you have a dual-SIM ACM7000
and only one SIM card, insert the card into the bottom slot of the SIM cradle. No matter the specific
configuration, SIM cards go into the cradle with the contacts upwards and the notch inward and adjacent
to the longer cradle arm.

ACM7000 -L models also come with two external 7-band celluar antennas. Screw the provided antennas

on to the main Cell (M) and diversity Cell (A) SMA connectors on the rear panel. An external GPS passive
antenna with magnetic base, SMA connector and 2 meter cable is available (Part #569008). It is screwed

on to the GPS SMA connector on the rear panel.

2.6.5 IM4200 -G models

The IM4200-2-DAC-X2/X0-G and IM4216-34-DAC-X2-G models have an internal 3G-GSM
HSUPA/UMTS cellular modem (and an internal 16GB flash memory and an additional USB port at
the rear). They are also supplied with an external antenna with extension cable, and a USB adapter
cable. They work with global GSM carriers.

Before powering on the console server:

U Your carrier will provide you with a SIM card. Insert the
SIM card (1). It will lock into place

Take care to insert SIM with contacts facing
downward

U Screw the external antenna coax cable onto the MAIN
screw mount SMA connector on the rear of the console
server (2)

U The AUX connector can be used either for receive
diversity (requires external antenna Part# 569006 and
cable Part# 449041) or for GPS (requires external GPS
passive antenna with cable Part# 569008).

The IM4200-2-DAC-X2/X0-GV/GS and IM4216-34-DAC-X2-GV/GS models also have an internal cellular
modem (and an internal 16GB flash memory and an additional USB port at the rear). They do not require
a SIM card, but the supplied external antenna is installed as above. These models work with Verizon USA
and Sprint USA respectively.

2.6.6 All IM7200 models

All the IM7200 models have an internal 802.11 WiFi adapter and come with an external WiFi antenna.
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Before powering on the IM7200:
0  Screw wireless antenna on to the WIFI (MAIN) SMA connector

0 The IM7200 has a second WiFi antenna connector. This WIFI (AUX) connector can be used for
diversity and requires an external antenna (part # 569022)

2.6.7 IM7200 -L models

The IM7200- LA, LV, LR, LMA, and LMV models have a SIM card slot and three SMA
cellular antenna connectors (for cellular with receive diversity and GPS).

LA models work with AT&T USA. LV models work with Verizon USA. LR models work
with global 4G LTE carriers. LMA models default to AT&T but are multicarrier in the
United States and also work with Verizon. LMV models default to Verizon but are
multicarrier in the United States and also work with AT&T.

Included in the kit are two cellular antennas (with one 10 foot coaxial cable and magnetic
antenna screw mount base for mounting outside the rack). If cellular signal strength is
an issue, higher gain and directional antennas can be sourced.

Before powering on the IM7200 -LA/-LV/-LR:

i Screw one antenna (or antenna cable) onto the CELL (MAIN) screw mount (1) and the diversity
antenna, onto the CELL (AUX) connector.

Note: If you have purchased a GPS antenna, screw it on to GPS

t  Your carrier will provide you with a SIM card. Insert the card into the SIM CARD slot and it will
lock into place (2)

Take care to insert SIM card with contacts facing downwards

2.7 Digital I/O and Environmental Sensors

ACM5000 or ACM5500 models with an -I in the model number or ACM5000 models with
the -E option ship with an external green connector block for attaching environmental
sensors and digital 1/0 devices.

Plug in this block and screw in any external devices.
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On the ACM5508-2-1, ACM5504-5-G-I, ACM5504-5-LA/LR/LV-I, ACM5004-2-1,
ACM5004-G/LR-I models this block can also be used for connecting the external DC
power source.

ACM7000 models ship with an in-built, black, spring cage 1/0 connector block for
attaching environmental sensors and digital I/O devices. It cannot be used for
connecting an external DC power source.

Refer Chapter 8 for further details.
SYSTEM CONFIGURATION

This chapter provides step-by-step instructions for the initial configuration of your console server, and
connecting it to the Management or Operational LAN. This involves the Administrator:

A activating the Management Console

A changing the Administrator password

A setting the IP address console server6 s princi pal LAN por't

A selecting the services to be enabled and access privileges

This chapter also discusses the communications software tools that the Administrator may use in
accessing the console server, and the configuration of the additional LAN ports.

Note For guidance on configuring large numbers of Opengear appliances and/or automating
provisioning, please consult the sections entitled Bulk Provisioning and Zero Touch Provisioning.

3.1 Management Console Connection

Your console server comes configured with a default IP Address 192.168.0.1 Subnet Mask 255.255.255.0

U Directly connect a Computer to the console server

Note For initial configuration it is recommended that the console server be connected directly to a
single Computer. However, if you choose to connect your LAN before completing the initial setup
steps, it is important that:

- you ensure there are no other devices on the LAN with an address of 192.168.0.1
- the console server and the computer are on the same LAN segment, with no interposed router
appliances

3.1.1 Connected computer set up

To configure the console server with a browser, the connected PC/workstation should have an IP address
in the same range as the console server (for example, 192.168.0.100):

U To configure the IP Address of your Linux or Unix computer simply run ifconfig
U For Windows PCs:

A Click Start -> (Settings ->) Control Panel and double click Network Connections (for
95/98/Me, double click Network).

A Right click on Local Area Connection and select Properties.
A Select Internet Protocol (TCP/IP) and click Properties.

A Select Use the following IP address and enter the following details:
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o |IP address: 192.168.0.100
0 Subnet mask: 255.255.255.0

A If you want to retain your existing IP settings for this network connection, click Advanced and
Add the above as a secondary IP connection.

0 Ifitis not convenient to change your computer network address, you can use the ARP-Ping
command to reset the console server IP address. To do this from a Windows PC:

A Click Start -> Run (or select All Programs then Accessories then Run).
A Type cmd and click OK to bring up the command line.

A Type arp i d to flush the ARP cache.
A

Type arp i a to view the current ARP cache (this should be empty).

Run @@

_ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: m R

[ OK l[ Cancel ][ Browse... ]

Now add a static entry to the ARP table and ping the console server to assign the IP address to
the console server. In the example below, a console server has a MAC Address
00:13:C6:00:02:0F (designated on the label on the bottom of the unit) and we are setting its IP
address to 192.168.100.23. Also the computer issuing the arp command must be on the same
network segment as the console server (that is, have an IP address of 192.168.100.xxx)

A Type arp -s 192.168.100.23 00-13-C6-00-02-0F (Note for UNIX the syntax is: arp -s
192.168.100.23 00:13:C6:00:02:0F).

A Type ping -t 192.18.100.23 to start a continuous ping to the new IP Address.

A Turn on the console server and wait for it to configure itself with the new IP address. It will
start replying to the ping at this point.

A Type arp i d to flush the ARP cache again.

3.1.2 Browser connection

0 Activate your preferred browser on the connected PC / workstation and enter https://192.168.0.1
The Management Console supports all current versions of the popular browsers (Internet
Explorer, Mozilla Firefox, Google Chrome, Apple Safari and more)

% opengear

Usarsame

Passwond [ Pesscode

Soent
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0 You will be prompted to log in. Enter the default administration username and administration
password (Username: root Password: default)

Note Console servers are factory configured with HTTPS access enabled and HTTP access disabled.

Syviem Reme acom5504-5-w

$ opengear SRS oy s v = B @

Opengear Managemant Cansole: Welcoma

Wekama to the Opengesr Managessent Conscle
You wik ne=ed to configure the foflowng n order to e 3 uzable une, After completng 3 step by fofowng the
sopcopnate knk you can return to the upaated configuration steps by cheling on the kgo n the top left cocner of the

Managwnent Cormoke

+ Change the default admmsstrabon password on the Uses page, Dore
o Configure the jocal netenrk ssttngs nn the System 7% page. Dane

To conhigase console senver featioes

o Contigure senal pOMTs SGDNQS and ANable SURENTEE PoCOCtis on tha Sered B Meraard) 3anal ot page. Done
+ Condgure users weh access to senal ports on the Seral & Metwerd/Users page. Done

10 conhiger ¢ cadusr router feabures

o Configurs the telkiar modem cannecton on Uhe Syatemy/OW page, Dors
o Al Sorwirdng 1o the Oudout/Celudinr destination network s the Sratenmy Mvwae! page Dorw
*Fort Log o Ercble 1P masquiradng for Dialout/ Calular on tha Spsten) Feewal page. Dons

A Welcome screen, which lists initial installation configuration steps, will be displayed. These steps are:
Change default administration password (Users page. Refer Chapter 3.2)

U Configure the local network settings (System/IP page. Refer Chapter 3.3)
To configure console server features:

U Configure serial ports settings (Serial & Network/Serial Port page. Refer Chapter 4)

U Configure user port access (Serial & Network/Users page. Refer Chapter 4)

If your system has a cellular modem you will also be given the steps to configure the cellular router
features:

U Configure the cellular modem connection (System/Dial page. Refer Chapter 5)
U Allow forwarding to the cellular destination network (System/Firewall page. Refer Chapter 5)
U Enable IP masquerading for cellular connection (System/Firewall page. Refer Chapter 5)

After completing each of the above steps, you can return to the configuration list by clicking the Opengear
logo in the top left corner of the screen.

Note If you are not able to connect to the Management Console at 192.168.0.1 or if the default
Username / Password were not accepted then reset your console server (refer Chapter 10)

3.2  Administrator Set up

3.2.1 Change default root System Password

For security reasons, only the administration user named root can initially log into your
console server. So only those people who know the root password can access and
reconfigure the console server itself.
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The corollary is that anyone who correctly guesses the root password could gain access
(and the default root password is default). So it is essential that you enter and confirm a
new password before giving the console server any access to, or control of, your
computers and network appliances.

U0 Select Change default administration password from the Welcome page will take you to Serial
& Network: Users & Groups where you can add a new confirmed Password for the user root

Note There are no restrictions on the characters that can be used in the user Password (which each
can contain up to 254 characters). However only the first eight Password characters are used to
make the password hash.

opengear OB o 14 v 4 e 15 e et et B @
Sodiw Ly Ow

‘

Sertal & Network: Users & Groups

108 s Daniting User

S Authorumd Keys

Desable Pasyword
Aust et ation

Savw Pawwornd scros r
Tomvware crases

Note If the console server has flash memory (such as IM7200) you will be given the option to Save
Password across firmware erases. Checking this will save the password hash in the non-
volatile configuration partition, which does not get erased on firmware reset. However take care as
if this password is lost, the device will need to be firmware recovered

U Click Apply. As you have changed the password you will be prompted to log in again. This time
use the new password

Note If you are not confident your console server has been supplied with the current release of
firmware, you can upgrade. Refer Upgrade Firmware - Chapter 11

3.2.2 Setup anew Administrator

It is also recommended that you set up a new Administrator user as soon as convenient and log-in as this
new user for all ongoing administration functions (rather than root).

This Administrator can be configured in the admin group with full access privileges by selecting Add a
New User in the Serial & Network: Users & Groups menu (refer Chapter 4.2 for details)
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System Name: sno004  Moded: ACMS004  Femware; 3.5 " ®
opchQOf Uptime: 0 days, 13 houss, 32 e, 29 secs Current User: 1o “
Bahia  Loag OW
Serial & Network: Users & Groups
Add & New user
Usservcamme |
nare for the uset
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Groups I admn (Provides usens with unkmited tonfiguration and managament
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3.2.3 Name the System
U0 Select System: Administration

U Enter a System Name and System Description for the console server to give it a unique ID and
make it simple to identify

opengear et v 14 v e 17 s Ot e e 0 @

ks Log 0N

System: Administration

St
Tiarree

Syt ren [—
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Acchy |

- Corfigure Dush bord
* 30 Porte

Note The System Name can contain from 1 to 64 alphanumeric characters (however you can also use
the special characters "-"" _ " a .nTHere"are no)restrictions on the characters that can be used
in the System Description (which can contain up to 254 characters).

0 TheMOTDBannercan be used tessagdofthedayy t ®usdrsnt o

U Click Apply

Note If you are not confident your console server has been supplied with the current release of
firmware, you can upgrade. Refer Upgrade Firmware - Chapter 11

3.3 Network Configuration

The next step is to enter an IP address for the principal Ethernet (LAN/Network/Network1) port on the
console server; or enable its DHCP client so that it automatically obtains an IP address from a DHCP
server on the network it is to be connected to.

U0 Onthe System: IP menu select the Network Interface page then check DHCP or Static for the
Configuration Method

U If you selected Static you must manually enter the new IP Address, Subnet Mask, Gateway and
DNS server details. This selection automatically disables the DHCP client
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U By default the console server LAN port auto detects the Ethernet connection speed. However you
can use the Media menu to lock the Ethernet to 10 Mb/s or 100Mb/s and to Full Duplex (FD) or
Half Duplex (HD)

Note If you encounter packet loss or poor network performance with the default auto-negotiation
setting, try manually setting the Ethernet Media settings on the Opengear, and the device it is
connected to. In most cases, select 100baseTx-FD (100 megabits, full duplex). Make sure both
sides are set identically.

U If you selected DHCP the console server will look for configuration details from a DHCP server.
This selection automatically disables any static address. The console server MAC address can be
found on a label on the base plate

Note In its factory default state (with no Configuration Method selected) the console server has its
DHCP client enabled, so it automatically accepts any network IP address assigned by a DHCP
server on your network. In this initial state, the console server will then respond to both its Static
address (192.168.0.1) and its newly assigned DHCP address

U You may also enter a secondary address or comma-separated list of addresses in CIDR notation,
e.g. 192.168.1.1/24 as an IP Alias

Note If you have changed the console server IP address, you may need to reconfigure your computer
so it has an IP address that is in the same network range as this new address (as detailed in an
earlier note in this chapter)

U Click Apply

U You will need to reconnect the browser on the computer that is connected to the console server
by entering http://new IP address

0 If required, you can also set the MTU on Ethernet interfaces. This is an advanced option to be
used i f your deployment scenario doesndét optimally
that this could cause communications if there is an MTU mismatch between the Opengear and
other devices on the network segment.



Chapter 3: Initial System Configuration

3.3.1 IPv6 configuration

By default, the console server Ethernet interfaces support IPv4; however, they can also be configured for
IPv6 operation:

U Onthe System: IP menu select General Settings page and check Enable IPv6

Syvtem Masser aorSi0s  Model ADRSIOA  Brrewesre: 197

opcngeof Uptive: & Giws, 15 Hours, L3 s, 555603 Cusrmomt User- (ot “ ®
Pechay o OM

System: IP

A Brimtacs Matagerraet LAY trtartace Generat Settmgs

Granral Settings
Ietertace AQgregaton

Inadde IPVe v

U  You will then need to configure the IPv6 parameters on each interface page.

IPv6 can be configured for either Automatic mode, which will use SLAAC or DHCPvV6 to configure
addresses, routes, and DNS, or to Static mode, which allows the address information to be
manually specified.

IPv6 Settings: Network
Configuration Method * Automatic

Static
The mechanism to acquire IF settings,

IPv6 Settings: Network

Configuration Method Automatic
* Static
The mechanism to acquire [P settings,
1Pv6 Address

A statically assigned IPv6 address
1Pv6 Prefix Length
A statically assigned 1PvE prefix length

IPv6 Gateway

A statically assigned 1PvE gateway address

3.3.2 Dynamic DNS (DDNS) configuration

With Dynamic DNS (DDNS) an advanced console server whose IP address is dynamically assigned (and
that may change from time to time) can be located using a fixed host or domain name.
0 The first step in enabling DDNS is to create an account with the supported DDNS service provider

of your choice. Supported DDNS providers include:

- DyNS www.dyns.cx

- dyndns.org www.dyndns.org

- GNUDip gnudip.cheapnet.net

- ODS www.ods.org

- TZO www.tzo.com

- 3322.org (Chinese provider) www.3322.0rg
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Upon registering with the DDNS service provider, you will select a username and password, as
well as a hostname that you will use as the DNS name (to allow external access to your machine
using a URL).

The Dynamic DNS service providers allow the user to choose a hostname URL and set an initial
IP address to correspond to that hostname URL. Many Dynamic DNS providers offer a selection
of URL hostnames available for free use with their service. However, with a paid plan, any URL
hostname (including your own registered domain name) can be used.

You can now enable and configure DDNS on any of the Ethernet or cellular network connections on the
console server (by default DDNS is disabled on all ports):

3.4

Select the DDNS service provider from the drop down Dynamic DNS list on the System:IP or
System:Dial menu

Dynamic DNS
Dynammic NS ‘Nana - ODNS daabied | »
DONS s abded ’ '

DONS Hos trume

x

DONHS Usarnami

DONS Password

Confem DONS
Password

Musontiias storval
between updates

Minbmum mterval
between chocks

Apply

In DDNS Hostname enter the fully qualified DNS hostname for your console server e.g. your-
hostname.dyndns.org

Enter the DDNS Username and DDNS Password for the DDNS service provider account

Specify the Maximum interval between updates - in days. A DDNS update will be sent even if
the address has not changed

Specify the Minimum interval between checks for changed addresses - in seconds. Updates
will still only be sent if the address has changed

Specify the Maximum attempts per update i.e. the number of times to attempt an update before
giving up (defaults to 3)

Services and Service Access

The Administrator can access the console server, and connected serial ports and managed devices, using
a range of access protocols/services. For each such access:

the particular service must first be configured and enabled to run on the console server
then access through the firewall must be enabled for each network connection
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To enable and configure a service:

0 Select the Service Settings tab on the System: Services page

Note  With firmware releases pre 3.5.3 services are enabled and configured using the Service Access
tab on the System: Firewall page

SO Moded A0E0M  fwmsane 158 “ m
opengear T S .
Bobe g i
System: Services
5 Sevenr: Eestiny
Lo Mese vou 3¢ 23 77 onernl the SAvIos Aavng 0n 11 Gevics 0ecy COnfgeres, viw O COINT the AeTmork rEeacas Aory which the sarvices can
Ay "
> £6 (e Htwvarte WITP Port o
000
v
Emaloe MTTPS el v
Martageree| :
UITPS Port ory)
Saabie torest command v
Sl
Mrevvare Teket Port T
Enalihe S5H comwmenid -
atved

S5 coeormans shed port
Raem WEL Saweae I
WY RS itovg r
dasevon

W daerscn !
Enabde FII servce
Ernabde TETP serveis
NTP Serew [
Frabls ORS Server ) Bodey r
Enabde Wb Terwanal

Alrate Teleet o
Altzmate S5 Das

Altsmates Row TP Rawe

U Enable and configure basic services:

HTTP By default the HTTP service is running and it cannot be fully disabled. However by
default HTTP access is disabled on all interfaces and it is recommended this access
remains disabled, if the console server is to be remotely accessed over the Internet.

Alternate HTTP also enables you to configure an alternate HTTP port to listen on.
However the HTTP service will continue internally listening on TCP port 80 (for CMS
and sdt-connector communications) but will be inaccessible through the firewall.

HTTPS By default the HTTPS service is running and this service is enabled on all network
interfaces. It is recommended that only HTTPS access be used if the console server is
to be managed over any public network (e.g. the Internet). This ensures the
Administrator has secure browser access to all the menus on the console server. It
also allows appropriately configured Users secure browser access to selected Manage
menus. For information on certificate and user client software configuration refer
Chapter 9 - Authentication.

40 Data Center and Remote Site Management - User Manual



User Manual

Telnet

SSH

The HTTPS service can be completely disabled (or re-enabled) by checking HTTPS
Web Management and an alternate port specified (default port is 443).

By default the Telnet service is running. However by default the service is disabled on
all network interfaces.

Telnet can be used to give the Administrator access to the system command line shell.
While this may be suitable for a local direct connection over a management LAN, it is
recommended this service be disabled if the console server is to be remotely
administered. This service may also be useful for local Administrator and the User
access to selected serial consoles.

The Enable telnet command shell checkbox will completely enable or disable the
telnet service. An alternate telnet port to listen on can be specified in Alternate Telnet
Port (default port is 23).

This service provides secure SSH access to the console server and attached devices
T and by default the SSH service is running and enabled on all interfaces. It is
recommended you choose SSH as the protocol where the Administrator connects to
the console server over the Internet or any other public network. This will provide
authenticated communications between the SSH client program on the remote
computer and the SSH sever in the console server. For more information on SSH
configuration refer Chapter 9 - Authentication.

The Enable SSH command shell checkbox will completely enable or disable this
service. An alternate SSH port to listen on can be specified in SSH command shell
port (default port is 22).

U Enable and configure other services:

TFTP/FTP If a USB flash card or internal flash is detected on an advanced console server

(ACM5000, ACM5500, ACM7000, CM7100, IM7200 or IM4200) then checking Enable
TFTP (FTP) service will enable this service and set up default tftp and ftp server on
the USB flash. These servers are used to store config files, maintain access and
transaction logs etc. Files transferred using tftp and ftp will be stored under
Ivar/mnt/storage.usb/tftpboot/ (or /var/mnt/storage.nvlog/tftpboot/ on ACM7000-series
devices). Unchecking Enable TFTP (FTP) service will completely disable the TFTP
(FTP) service.

DNS Relay Checking Enable DNS Server/Relay will enable the DNS relay feature so clients can

be configured with the console server's IP for their DNS server setting, and the
console server will forward the DNS queries to the real DNS server.

Web Terminal Checking Enable Web Terminal will allow web browser access to the system

command line shell via Manage -> Terminal.

U Specify alternate port numbers for Raw TCP, direct Telnet/SSH and unauthenticated Telnet/SSH
services. The console server uses specific default ranges for the TCP/IP ports for the various
access services that Users and Administrators can use to access devices attached to serial ports
(as covered in Chapter 4 7 Configuring Serial Ports). The Administrator can also set alternate
ranges for these services, and these secondary ports will then be used in addition to the defaults.

The default TCP/IP base port address for telnet access is 2000, and the range for telnet is IP
Address: Port (2000 + serial port #) i.e. 2001 7 2048. So if the Administrator were to set 8000 as a
secondary base for telnet then serial port #2 on the console server can be telnet accessed at IP
Address:2002 and at IP Address:8002. The default base for SSH is 3000; for Raw TCP is 4000;
and for RFC2217 it is 5000
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U A number of other services can be enabled and configured indirectly from this menu by selecting
Click here to configure:

Nagios Access to the Nagios NRPE monitoring daemons (refer Chapter 8)
NUT Access to the NUT UPS monitoring daemon (refer Chapter 10)

SNMP This will enable netsnmp in the console server. SNMP is disabled by default (refer
Chapter 7 and Chapter 15.5)

NTP Refer Chapter 11

U Click Apply. As you apply your services selections, the screen will be updated with a confirmation
message: Message Changes to configuration succeeded

The Services Access settings can now be set to allow or block access. This specifies which (enabled)
services the Administrator can use over each network interface - to connect to the console server and
through the console server to attached serial and network connected devices.

U Select the Service Access tab on the System: Services page.

Note  With firmware releases pre 3.5.3 the Service Access tab is found on the System: Firewall page
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0 This will display the services currently enabled for the cons ol e sedvork mterfaces.
Depending on the particular console server model the interfaces displayed may include :

- Network interface (for the principal Ethernet connection)
- Management LAN / OOB Failover (second Ethernet connections)
- Dialout/Cellular (V90 and 3G modem)
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- Dial-in (internal or external V90 modem)
- Wi-Fi (802.11 wireless)
- VPN (IPsec or Open VPN connection over any network interface)
U Check/uncheck for each network which service access is to be enabled /disabled

In the example shown below local administrators on local Management LAN have Telnet access
direct to the console server (and attached serial ports) while remote administrators using Dial In or
Cellular have no such Telnet access (unless they set up a VPN).
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U The Respond to ICMP echos (i.e. ping) service access options that can be configured at this
stage. This allows the console server to respond to incoming ICMP echo requests. Ping is
enabled by default, however for security reasons this service should generally be disabled post
initial configuration

U You can also configure to allow serial port devices to be accessed from nominated network
interfaces using Raw TCP, direct Telnet/SSH, unauthenticated Telnet/SSH services, etc.

U Click Apply to apply your services access selections

3.4.1 Brute Force Protection

Brute force protection (Micro Fail2ban) temporarily blocks source IPs that show malicious signs, such as
too many password failures. Thismay hel p mitigate scenarios where
services are exposed to an untrusted network such as the public WAN, and scripted attacks or software
worms are attempting to guess (brute force) user credentials and gain unauthorized access.

Service Settings Sermvice ACcess Brute Force Protection

Brute force protection (Fail2ban) temporarily blocks source IPs that show malicious signs, such as too many password failures.

Protected Services

Services Service Enabled Protection Enabled
55H command shell Enabled 7
HTTPHTTPS Web Enabled
Management
Apply
Active Bans

Current IP bans:

« fe80:6a05cafffelf937d/128

t

he
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Brute Force Protection may be enabled for the listed services. Once protection is enabled, 3 or more failed
connection attempts within 60 seconds from a specific source IP trigger it to be banned from connecting
for a configurable time period. Active Bans are also listed and may be refreshed by reloading the page.

Note  When an Opengear device is running on an untrusted network, it is recommended that a variety of
strategies are used to lock down remote access. This includes strong passwords (or even better,
SSH public key authentication), VPN, and using Firewall Rules to whitelist remote access from
trusted source networks only. Please refer to the Knowledge Base for details.

35 Communications Software

You have configured access protocols for the Administrator client to use when connecting to the console
server. User clients (who you may set up later) will also use these protocols when accessing console
server serial attached devices and network attached hosts. So you will need to have appropriate
communications software tools set up on the Administrator (and User) c | i econtpdtes. Opengear
provides the SDT Connector as the recommended client software tool, however other generic tools such
as PUTTY and SSHTerm may be used, and these are all described below.

3.5.1 SDT Connector

SDT Connector is a lightweight tool that enables Users and Administrators to securely access the Console
server, and the various computers, network devices and appliances that may be serially or network
connected to the console server.

Applications
) & database
% _geimn servers

SDT Connector
LAN

(RDP/ VNC/ Telnet!
HTTP client)
SSH encrypted
tunnel Web
' ' _$ server
e L
@ Desktop
PCs

RDP/! VNC [ Telnet/ HTTP sessions Newyork
forwarded to devices/computers/ —% appliance

service processors on the LAN

SDT Connector is a Java client program that couples the trusted SSH tunneling protocol with popular
access tools such as Telnet, SSH, HTTP, HTTPS, VNC, RDP to provide point-and-click secure remote
management access to all the systems and devices being managed.

Information on using SDT Connector for browser access to the console server6 s Management
Telnet/SSH access to the console server command line, and TCP/UDP connecting to hosts that are
network connected to the console server can be found in Chapter 6 - Secure Tunneling

SDT Connector can be installed on Windows PCs, Mac OS X and on most Linux, UNIX and Solaris
systems.

3.52 PuTTY

Communications packages like PUTTY can be also used to connect to the Console server command line
(and to connect serially attached devices as covered in Chapter 4). PuTTY is a freeware implementation
of Telnet and SSH for Win32 and UNIX platforms. It runs as an executable application without needing to

44 Data Center and Remote Site Management - User Manual

Consol



User Manual

be installed onto your system. PuTTY (the Telnet and SSH client itself) can be downloaded at
http://www.tucows.com/preview/195286.html

< sy A TousePuTTY for an SSH terminal session from
g PuTTY Configuration — . . ~
roies ' a Windows client, you enter the console server6 ¢
3 Sesson e e v e IP address asthe 6 HoNsatme (or | P
Logorg Specdy the destrufion you, ward 1o connect 1o z .
e Host Name fo P adbess 20! A To access the cgnsole server command line you
e 132 168 252 203 2 select 0SSHO ,and use theedefault
Fea G chom type
i Window il “::- ‘;efl!( Rogn & S5k Senal IP Port 22
Ao Lowd. v o et o e swesscn A Click 6Open dbe presented with thew
5ok Sred Seseene console server login prompt. (You may also
on . 7 - ~
Rlogr Y e receive a 6Securhiotsyt 0Al
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uth continue.)
TTY Leicte )
T A Using the Telnet protocol is similarly simple - but
- B e o v you use the default port 23
Secdl Hwmyn Never 9 Ordy on doan ext
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3.5.3 SSHTerm

Another common communications package that may be useful is SSHTerm, an open source package that
can be downloaded from http://sourceforge.net/projects/sshtools:

A To use SSHTerm for an SSH terminal session from a Windows Client you simply Selectt he 0O F i

option and click on 6New Connectionbd
Connection Profile X A°A new dialog box will appea
ot | Proocol | Prosy | Commands | Termna where you can type in the host name or IP address (for the
Hosteme console server unit) and the TCP port that the SSH session
‘Q_‘!,:"m' will use (port 22). Then type in your username and choose
L= password authentication and click connect.
=t A You may receive a message about the host key fingerprint,
@ and you will need to select
arou A The next step is password authentication and you will be
I prompted for your username and password from the remote
system. You will then be logged on to the console server
[Lcomeat ] [ concet ]
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3.6 Management Network Configuration

The IM4200, IM7200, CM7100, ACM5500, ACM7000 and ACM5004-2 console servers have additional
network ports that can be configured to provide management LAN access and/or failover or out-of-band
access.

3.6.1 Enable the Management LAN

The IM4200, IM7200, CM7100, ACM7000, ACM5508-2-I/M and ACM5004-2 console servers can be
configured so the second Ethernet port provides a management LAN gateway. The gateway has firewall,
router and DHCP server features. However you need to connect an external LAN switch to Network/LAN 2

to attach hosts to this management LAN:
Gateway to the

Management LAN
NETWORK 1 [ NETWORK 2
— o ] [ ——
Operations . | | . d
network !:7..] ol U
—_— - I‘a -
_ anagement
Serially === network
connected = :
consoles || ['-:m
L o o
.
Tr=—m

Note The second Ethernet port (Network/LAN2) on the IM4200, IM7200, CM7100, ACM7000,
ACM5508-2-1/M and ACM5004-2 can be configured as either a Management LAN gateway port or
it can be configured as an OOB/Failover port. It cannot be both. So ensure you did not allocate
Network/LAN 2 as the Failover Interface when you configured the principal Network connection
on the System: IP menu.

The ACM5504-5-G-1, ACM5504-5-LA/LR/LV-I, ACM5504-5-G-W-I and IM4216-34 console server models
have an integrated four or thirty-two port management LAN switches (with firewall, router, DHCP server
and switch functions).

1 The IM4216-34 is normally configured to have an active 32 port Management LAN (Ethernet 1-32)
switch plus have Network 2 configured for OOB or Failover

1 The ACM5504-5-G-W-I and ACM5504-5-G-I similarly is normally be configured with an active
Management LAN. This can be a 4 port (ETH1-4) Management LAN switch, or a 3 port (ETH2-4)
switch with ETH 1 configured for OOB/Failover
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1M4216-34 or IM4004-5
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The above Management LAN features are all disabled by default. To configure the Management LAN
gateway:

U0 Select the Management LAN Interface page on the System: IP menu and uncheck Disable

U  Configure the IP Address and Subnet Mask for the Management LAN (but leave the DNS fields
blank)

U Click Apply
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The management gateway function is now enabled with default firewall and router rules. By default these
rules are configured so the Management LAN can only be accessible by SSH port forwarding. This
ensures the remote and local connections to Managed Devices on the Management LAN are secure. The
LAN ports can also be configured in bridged or bonded mode (as described later in this chapter) or they
can be manually configured from the command line.



Chapter 3: Initial System Configuration

3.6.2 Configure the DHCP server

All IM and ACM family devices host a DHCP server, however by default it is disabled. The DHCP server
enables the automatic distribution of IP addresses to devices on the Management LAN that are running
DHCP clients. To enable the DHCP server:

U Onthe System: IP menu select the Management LAN page and click the Disabled label in the
DHCP Server field (or go directly to the System: DHCP Server menu)

U Check Enable DHCP Server
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U Enter the Gateway address that is to be issued to the DHCP clients. If this field is left blank, the
console server6 H° address will be used

U Enter the Primary DNS and Secondary DNS address to issue the DHCP clients. Again if this
field is left blank, console serverd # address is used, so leave this field blank for automatic DNS
server assignment

0 Optionally enter a Domain Name suffix to issue DHCP clients

U Enter the Default Lease time and Maximum Lease time in seconds. The lease time is the time
that a dynamically assigned IP address is valid before the client must request it again

U Click Apply
The DHCP server will sequentially issue IP addresses from a specified address pool(s):

U0 Click Add in the Dynamic Address Allocation Pools field
U Enter the DHCP Pool Start Address and End Address and click Apply
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The DHCP server also supports pre-assigning IP addresses to be allocated only to specific MAC
addresses and reserving IP addresses to be used by connected hosts with fixed IP addresses. To reserve
an IP addresses for a particular host:

U Click Add in the Reserved Addresses field

U Enter the Hostname, the Hardware Address (MAC) and the Statically Reserved IP address for
the DHCP client and click Apply
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When DHCP has initially allocated hosts addresses it is recommended to copy these into the pre-assigned
list so the same IP address will be reallocated in the event of a reboot.

3.6.3 Select Failover or broadband OOB

The IM4200, IM7200, CM7100, ACM7000, ACM5508-2-I/M, ACM5504-5-G-W-I, ACM5504-5-G-I,
ACM5504-5-LA/LR/LV-I, and ACM5004-2 console servers provide a failover option so in the event of a
problem using the main LAN connection for accessing the console server; an alternate access path is
used.

By default the failover is not enabled. To enable:
U Select the Network page on the System: IP menu

U Now select the Failover Interface to be used in the event of an outage on the main network. This
can be:

0 an alternate broadband Ethernet connection (e.g. this could be the Network/LAN2 port on
most models) or

o the IM4200 or IM7200 family internal modem or

0 an external serial modem device connected to the IM4200 or IM7200 Console port (for
out-dialing to an ISP or the remote management office)
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0 Click Apply. You have selected the failover method however it is not active until you have
specified the external sites to be probed to trigger failover, and set up the failover ports
themselves. This is covered in Chapter 5.
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Note The ACM5504-5-G(-W)-I and IM4216-34 can be configured with an active Management
LAN/gateway and with one of the switched Ethernet ports configured for OOB/Failover (ETH 1 on
the ACM5504-5-G(-W)-I or NETOWRK 2 on the IM4216-34). However with the other IM4200,
IM7200, CM7100, ACM7000, ACM5508-2 and ACM5004-2 models, the second Ethernet port can
be configured as either a gateway port or as an OOB/Failover port, but not both. So ensure you
did not enable the Management LAN function on Network/LAN 2
3.6.4 Aggregating the network ports

By default the console server's Management LAN network ports can only be accessed using SSH
tunneling /port forwarding or by establishing an IPsec VPN tunnel to the console server.

However all the wired network ports on the console servers can be aggregated by being bridged or

bonded.
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U By default Interface Aggregation is Disabled on the System: IP General Settings menu

U Select Bridge Interfaces or Bond Interfaces

0 When bridging is enabled, network traffic is forwarded across all Ethernet ports with no
firewall restrictions. All the Ethernet ports are all transparently connected at the data link
layer (layer 2) so they do retain their unique MAC addresses

o With bonding he network traffic is carried between the ports but they present with one
MAC address
Both modes remove all the Management LAN Interface and Out-of-Band/Failover
Interface functions and disable the DHCP Server

U In aggregation mode all the Ethernet ports are configured collectively using the Network
Interface menu
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3.6.5 Wi-Fi Wireless LAN

All the IM7200 models and the ACM5504-5-G-W-| have an internal 802.11 WiFi adapter and come with an
external WiFi antenna. The WiFi can be configured as a Wi-Fi Wireless Access Point (WAP) or as a Wi-Fi
client. The inbuilt WiFi is inactive by default. If you wish to use the WiFi facility you will need to attach the
WiFi antenna (and any auxiliary WiFi antenna you may have ordered).

U To activate and configure the Wireless Access Point functionality, navigate to the System: IP
page and then click the Wireless Network Interface tab



Chapter 3: Initial System Configuration

i

16 Famveare

% opengeo‘ ”m“‘:“:'-"‘ ou's ‘-/"':I,.": . l-'unluu"h:-v

(otwor Wirshass naY
tirlaiface Mrrwark Mt e
Inturlace Imerty

Désable r

1P Settings: Wiredess Network

Coofiguration Methed ™ Do
[ ELIN

e . g
I Address EREE
L wtately ammyred 11 sdiws
Subael Mask l
Marig Gl
A staticath Qe At wedh Wi
Catewary
At gatewmy fur e ure, Flesss ord t -

Primury ONS li
Secusdary ONS ’

DHCP Server

¥ Aliss Ii

Wirsluss Settings
Wirsdens Chent /AR

Un-tick the Disable box

WAP configuration:

i

Configure the IP Settings for the Wireless Network. Generally, if the device is being used as a
Wireless AP, a static address is set here in the IP Settings. In this example, 192.168.10.1 is used.
Set the IP address, and the netmask (in this case, 255.255.255.0 to give 254 unique network
addresses in subnet), but do not fill in the Gateway, Primary DNS and Secondary DNS. These
settings are used if the interface is to be the primary network link to the outside world, or if it will
be used for failover.

Select Wireless AP, which will make the Wireless AP Settings section visible:

Country: Select the correct country from the list. If the country does not appear, select the World
Regulatory Domain

SSID: Select an SSID for the network. It should be unique.

Broadcast SSID: Tick this to broadcast the SSID. This should generally done, disabling
broadcast is not a security measure

Network Channel: Select the network channel. 6 is most commonly used, so it is best to do a site
survey and pick another channel if the unit is being deployed into an office environment
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Hardware Mode: The unit supports 802.11b,g and single band 802.11n. In most cases, selection
802.11b/g/n will provide for the best interoperability with other hardware.

Supported Authentication Methods: Select the authentication method for the AP. If the client
equipment supports it, it is always best to selecte WPA/WPA2 and AES encryption. WEP
and WPA with TKIP have been proven vulnerable to cryptanalysis.

If WEP is selected:

WEP Mode: Select Open System or Shared System. Open System is more secure than
Shared, due to the way encryption keys are used.

WEP Key Length: Select the WEP key length. 128 bit keys offer more security, but are
not supported on all devices. WEP Keys must be entered in Hexidecimal.

WEP Key 1-4: Up to 4 WEP keys can be used on a single network.
Default Transmit Key: This selects the default transmit key for the network
If WPA/WPAZ is selected:

WPA/WPAZ2 Encryption Methods: Select one or both of TKIP or AES for encrypting
WPA/WPAZ2 connections. AES is more secure, and is required for the AP to advertise itself
as 802.11n if that hardware mode is selected

WPA Password: The password that clients will use to connect to the AP.
U Once the Wireless AP Settings have been filled out, click Apply, then wait for the page to refresh.

0 The next step is to set up a DHCP server for the wireless clients. Click the link next to DHCP
Server in the IP settings section, or go to System: DHCP Server page. More information on
configuring DHCP can be found in Chapter 3.6.2

Note The Wireless screen on the Status: Statistics page shows the list of clients that are connected
to the WAP
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Wireless Client confiquration:

0 Select Wireless Client in the Wireless Settings section - which will make the Wireless Client
Settings section visible
U0 Select DHCP or Static for the Configuration Method
o0 If you selected Static then manually enter the new IP Address, Subnet Mask,
Gateway and DNS server details. This selection automatically disables the DHCP
client
o0 If you selected DHCP the device will look for configuration details from a DHCP
server on your management LAN. This selection automatically disables any static
address. The device MAC address can be found on a label on the base plate
U The wireless LAN when enabled in client mode will operate as the main network connection to the
device so failover is available (though it not enabled by default). Use Failover Interface to select
the device to failover to in case of wireless outage and specify Probe Addresses of the peers to
probed for connectivity detection
U Configure the Wireless Client to select the local wireless network which will serve as the main
network connection to the console server.
0 Select the Country the device is to operate in
o0 Enter the appropriate SSID (Set Service Identifier) of the wireless access point to connect
to
0 Select the Wireless Network Type where Infrastructure is used to connect to an access
point and Ad-hoc to connect directly to a computer
0 Select the Wireless Security mode of the wireless network (WEP, WPA etc.) and enter
the required Key / Authentication / Encryption settings
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Note: The Wireless screen in Status: Statistics will display all the locally accessible wireless LANs (with
SSID and Encryption/Authentication settings). You can also use this screen to confirm you have
successfully connected to the selected access point - refer Chapter 12

3.6.6 Static routes

Firmware 3.4 and later support static routes which provide a very quick way to route data from one subnet
to different subnet. So you can hard code a path that specifies to the console server/router to get to a
certain subnet by using a certain path. This may be useful for remotely accessing various subnets at a
remote site when being accessed using the cellular OOB connection.























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































